RIP IGRP

X.25
ISDN

CDP
PPP PAP CHAP
(0S)




connected

static

dynamic




192.168.0.0

R1

192.168.0.0
192.168.1.0
192.168.2.0
192.168.3.0

192.168.0.

192.168.1.2 192.168.2.1
10) sl
R1 R2 R3
sO
192.168.1.1 192.168.2.
24 192.168.0.1
24 192.168.1.1
24 192.168.1.2
24 192.168.1.2

192.168.3.1

192.168.3.0




e &
- ——

L oo

2621A

172.16.30.0

E2
e o -
[Eol ™ g S0l —=={s0 = S s1}—=—{s00 = g 0
2001A 25018 25010
172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0
Network Addressing for the IP Network
Router Network Address Interface Address
2621A 172.16.10.0 f0/0 172.16.10.1
2501A 172.16.10.0 el 172.16.10.2
2501A 172.16.20.0 sO 172.16.20.1
2501B 172.16.20.0 sO 172.16.20.2
2501B 172.16.40.0 s 172.16.40.1
2501B 172.16.30.0 el 172.16.30.1
2501C 172.16.40.0 sO 172.16.40.2
2501C 172.16.50.0 el 172.16.50.1




72.16.30.0

i = |
>
- -
i) 3 [
Ir

172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0

2621A 172.16.10.0 172.16.10.1

a. 2621A Configuration

Router>en

Router#config t

Router (config)#hostname 2621A
2621A(Config)#interface fa0/0

2621A(Config-if)#ip address 172.16.10.1 255.255.255.0
2621A(Config-if)#no shut



a.2621A Configuration

2621A# show ip route

Codes: C - connected, S - static, | - IGRP, R -RIP, M -mobile,
B-BGP D - EIGRP, EX - EIGRP external, O - OSPF,
A - OSPF inter area N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2 E1 - OSPF external type 1,
E2 - OSPF external type 2, E— EGP i - IS-IS, L1 -1S-IS level-1,
L2 - IS-IS level-2, * - candidate default, U - per-user  static route,
0 - ODR, P - periodic downloaded static route
T - traffic engineered route

Gateway of last resort is not set
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.10.0 is directly connected, FastEthernet0/0

2621A#



2.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0
2501A 172.16.10.0 e0 172.16.10.2
2501A 172.16.20.0 sO 172.16.20.1

b. 2501A Configuration

Router>en

Router#config t

Router(config) # hostname 2501A

2501A(config)# int e0

2501A(config-if)# ip address 172.16.10.2 255.255.255.0
2501A(config-if)# no shut

2501A(config-if)# int sO

2501A(config-if)# ip address 172.16.20.1 255.255.255.0
2501A(config-if)# no shut

172.16.50.0



b. 2501A Configuration

2501A#show Ip route
Codes: C - connected, S - static, | - IGRP, R - RIP,
Gateway of last resort is not set
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.20.0 is directly connected, Serial0
C 172.16.10.0 is directly connected, EthernetO

2501A#



172.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0

c. 2501B Configuration  2501B  172.16.20.0 . s0
2501B  172.16.40.0 - si

Router>en 2501B 172.16.30.0 e0

Router#config t

Router(config)#hostname 2501B

2501B(config)#int e0

2501B(config-if)#ip address 172.16.30.1 255.255.255.0
2501B(config-if)#no shut

2501B(config-if)#int sO

2501B(config-if)#ip address 172.16.20.2 255.255.255.0
2501B(config-if)#clock rate 64000

2501B(config-if)#no shut

2501B(config-if)#int s1

172.16.50.0

172.16.20.2
172.16.40.1
172.16.30.1

2501B(config-if)#ip address 172.16.40.1 255.255.255.0
2501B(config-if)#clock rate 64000

DCE

2501B(config-if)#no shut DTE:
Show controller serial O



c. 2501B Configuration

2501B#show ip route
Codes: C - connected, S - static, |- IGRP, R - RIP,
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets

C 172.16.40.0 is directly connected, Seriall
C 172.16.30.0 is directly connected, EthernetO
C 172.16.20.0 is directly connected, Serial0

2501B#



172.16.30.0

2501C

172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0

2501C 172.16:40.0 sO 172.16.40.2
2501C 172.16.50.0 e0 172.16.50.1

d. 2501C Configuration

Router>en

Router#config t

Router(config)# hostname 2501C

2501C(config)# int e0

2501C(config-if)# ip address 172.16.50.1 255.255.255.0
2501C(config-if)# no shut

2501C(config-if)# int sO

2501C(config-if)# ip address 172.16.40.2 255.255.255.0
2501C(config-if)# no shut



d. 2501C Configuration

2501C#show ip route
Codes: C - connected, S - static, |- IGRP, R - RIP,
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
C 172.16.50.0 is directly connected, EthernetO
C 172.16.40.0 is directly connected, Serial0

2501C#



172.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0

a. 2621A

The following networks must be configured in the routing
table:

e 172.16.20.0

e 172.16.30.0

e 172.16.40.0

e 172.16.50.0

2621A(Config)# ip route 172.16.20.0 255.255.255.0 172.16.10.2
2621A(Config)# ip route 172.16.30.0 255.255.255.0 172.16.10.2
2621A(Config)# ip route 172.16.40.0 255.255.255.0 172.16.10.2
2621A(Config)# ip route 172.16.50.0 255.255.255.0 172.16.10.2



a. 2621A

2621A#show Ip route
Codes: C - connected, S - static, | - IGRP; R - RIP,
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets
172.16.50.0 [1/0] via 172.16.10.2
172.16.40.0 [1/0] via 172.16.10.2
172.16.30.0 [1/0] via 172.16.10.2
172.16.20.0 [1/0] via 172.16.10.2
172.16.10.0 is directly connected, FastEthernet0/0

Ounuumumywm

20621A%#



2.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0

b. 2501A

The following static routes must be configured on the 2501A router:
e 172.16.30.0
e 172.16.40.0
e 172.16.50.0

2501A(Config)# ip route 172.16.30.0 255.255.255.0 172.16.20.2
2501A(Config)# ip route 172.16.40.0 255.255.255.0 172.16.20.2

2501A(Config)# ip route 172.16.50.0 255.255.255.0 172.16.20.2



b. 2501A

2501A#show Ip route
Codes: C - connected, S

- static, | - IGRP, R - RIP,

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets

172.16.50.0 [1/0]
172.16.40.0 [1/0]

172.16.30.0 [1/0

OO0 unwm

2501A#

via 172.16.20.2
via 172.16.20.2
via 172.16.20.2

172.16.20.0 is directly connected, Serial0
172.16.10.0 is directly connected, EthernetO



2.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0

c. 2501B

Only two routers need to be added:

©172.16.10.0

e172.16.50.0.

2501B(Config)#ip route 172.16.10.0 255.255.255.0 172.16.20.1

2501B(Config)#ip route 172.16.50.0 255.255.255.0 172.16.40.2



c. 2501B

2501B#show ip route

Codes: C - connected, S - static, |- IGRP, R - RIP,
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets
172.16.50.0 [1/0] via 172.16.40.2
172.16.40.0 is directly connected, Seriall
172.16.30.0 is directly connected, EthernetO
172.16.20.0 is directly connected, Serial0
172.16.10.0 [1/0] via 172.16.20.1

NONONON

2501B#



2.16.30.0

172.16.10.0 172.16.20.0 172.16.40.0 172.16.50.0

d. 2501C

The routing table needs to know about networks
0172.16.10.0
0172.16.20.0
0172.16.30.0

2501C(Config)# ip route 172.16.10.0 255.255.255.0 172.16.40:1
2501C(Config)# ip route 172.16.20.0 255.255.255.0 172.16.40.1

2501C(Config)# ip route 172.16.30.0 255.255.255.0 172.16.40.1



d. 2501C

2501C#sh ip route
Codes: C - connected, S - static, | -IGRP, R - RIP,

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets
172.16.50.0 is directly connected, EthernetO
172.16.40.0 is directly connected, Serial0
172.16.30.0 [1/0] via 172.16.40.1
172.16.20.0 [1/0] via 172.16.40.1
172.16.10.0 [1/0] via 172.16.40.1

O nmoao

2501C#



Verifying Your Configuration

2621A# ping 172.16.50.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.50.1, timeout is
2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max
= 64/66/68 ms

2621A#

2501C# ping 172.16.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is
2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max =
64/67/72 ms



- IGP RIP
- EGP BGP

- RIP IGRP BGP
- OSPF



O
— Router

— Router



outer ISYAY
uter LSA
IRSYA LSADB

Router



metric

metric

— metric
metric



o Distance

Distance
Connected
Static
EIGRP
IGRP
ONIM=
RIP

90
100
110
120




RIP

a. 2621A

2621A# config t

2621A(config)# no ip route 172.16.20.0 255.255.255.0 172.16.10.2
2621A(config)# no ip route 172.16.30.0 255.255.255.0 172.16.10.2
2621A(config)# no ip route 172.16.40.0 255.255.255.0.172.16.10.2
2621A(config)# no ip route 172.16.50.0 255.255.255.0 172.16.10:2
2621A(config)# router rip

2621A(config-router)# network 172.16.0.0
2621A(config-router)#*Z

2621A#

172.16.30.0

172.16.10.0



b. 2501A

2501A# config t

2501A(config)# no ip route 172.16.30.0 255.255.255.0
172.16.20.2

2501A(config)# no ip route 172.16.40.0 255.255.255.0
172.16.20.2

2501A(config)# no ip route 172.16.50.0 255.255.255.0
172.16.20.2

2501A(config)# router rip

2501A(config-router)# network 172.16.0.0
2501A(config-router)#*Z

2501A#

172.16.30.0

i ED |
[y Y i [ %
| 3 [
[} '

172.16.10.0 172.16.20.0




c. 2501B

2501B# config t

2501B(config)# no ip route 172.16.10.0.255.255.255.0
172.16.20.1

2501B(config)# no ip route 172.16.50.0 255.255.255.0
172.16.40.2

2501B(config)# router rip

2501B(config-router)# network 172.16.0.0
2501B(config-router)# " Z

2501B#

172.16.30.0

172.16.10.0 172.16.20.0



d. 2501C

RouterC# config t

RouterC(config)# no ip route 0.0.0.0 0.0.0.0 172.16.40.1
RouterC(config)# router rip

RouterC(config-router)# network 172.16.0.0
RouterC(config-routen# ~Z

RouterC#

172.16.30.0

172.16.10.0 172.16.20.0 172.16.50.0




Verifying the RIP Routing Tables

a. 2621A

2621A# show Ip route
Codes: C - connected, S - static, | - IGRP, R-RIP, M -
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets

OX00AOD

2621A#

172.16.50.0
172.16.40.0
172.16.30.0
172.16.20.0

120/3]
120/2]
120/2]

120/1]

via 172.16.10.2, FastEthernet0/0
via 172.16.10.2, FastEthernet0/0
via 172.16.10.2, FastEthernet0/0
via 172.16.10.2, FastEthernet0/0

172.16.10.0 is directly connected, FastEthernet0/0



IGRP

a. 2621A

2621A+# config t
2621A(config)# router igrp ?

<1-65535> Autonomous system number
2621A(config)# router igrp 10
2621A(config-router)#network 172.16.0.0
2621A(config-routern)#"Z
2621A#

172.16.30.0

172.16.10.0 172.16.20.0

172.16.50.0



b. 2501A c.2501B

2501A# config t 2501B#config t

2501A(config)# router igrp 10 2501B(config)# router igrp 10
2501A(config-router)# netw 172.16.0.0 2501B(config-router)# netw 172.16.0.0
2501A(config-router)# ~Z 2501B(config-router)#"Z

2501 A# 2501B#

d. 2501C

2501C# config t

2501C(config)# router igrp 10
2501C(config-routern# netw 172.16.0.0
2501C(config-router)#"Z

RouterC#

172.16.30.0

26214

172.16.10.0



Verifying the IGRP Routing Tables

a. 2621A

2621A# show ip route
Codes: C - connected, S - static, |- IGRP, R - RIPR,
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets
172.16.50.0 [100/160360] via 172.16.10.2, FastEthernet0/0
172.16.40.0 [100/160260] via 172.16.10.2, FastEthernet0/0
172.16.30.0 [100/158360] via 172.16.10.2, FastEthernet0/0
172.16.20.0 [100/158260] via 172.16.10.2, FastEthernet0/0
172.16.10.0 is directly connected, FastEthernet0/0

0O——— —



ACL




e-mail
telnet




ACL

ACL

ACL
ACL




IP

IP

Port \ Port

ACL 100 — 199



IP

IP

Port \ Port

ACL 100 — 199



IP

IP

Port \ Port

ACL 100 — 199



ACL

EO Access List Processes
—_— Outgoing
Incoming Packet
Packet EE—
SO

Standard Access List Processes
Outgoing

Incomi Packet

Packet




ACL

=10) Access List Processes

Outgoing
Incoming Source | Protocol Packet
Packet and — <
Destination SO

Outgoing
Packet




ACL

ACL

Router(config) # access-list access-list-number
{permint | deny} {test-conditions}

ACL

Router(config-if) # ip access-group access-list-number
{in| out}

{test-conditions}
ACL
“deny all”



IP

IP

A

8

32

0

“111

IP
(44 111

“011

111 “O”

“O”

ACL

IP



192.168.0.99 0.0.0.255
_172.30.16.29 0.0.0.0 —2192.168.0.0/24

— host 172.30.16.29 192.168.0.99 “255.255.255.0
2> 99

- 172.30.0.0 0.0.255.255

— 0.0.0.0 255.255.255.255

— any



ACL

access-list 1 deny host 192.168.0.99

access-list 2 deny host 192.168.0.99
access-list 2 permit any
IP 192.168.0.99
access-list 3 permit host 192.168.0.99
192.168.0.99 deny
access-list 4 deny 192.168.0.99 0.0.0.255
access-list 4 permit any
99



IP access list example with three LANs and a WAN connection

Finance

172.16.40 e
Server. '

Server
| 172.16.10.5

Marketing - e
172.16.30.0 nterne

Sales
172.16.40.0

Router # config t
Router(config) # access-list 10 deny 172.16.40.0 0.0.0.255
Router(config) # access-list 10 permit any

( or Router(config) # access-list 10 permit 0.0.0.0 255.255.255.255)
Router(config) # interface ethernet O

Router(config-if) # ip access-group 10 out



ACL Telnet

172.16.10.3

console

|

Console port (direct connect)

Virtual ports (vty 0 through 4)

RouterA(config)# access-list 50 permit host 172.16.10.3
RouterA(config)#line vty 0 4

RouterA(config-line)#access-class 50 in



ACL

ACL
Router(config) # access-list access-list-number {permint |

deny} protocol source [source-mask destination
destination-mask] [operator operand]

access-list-number , 100---199
permit | deny
protocol , 1P, TCP,UDP,ICMP

source destination

source-mask
destination-mask

operator operand It,gt,eq,neg( )




ACL

Router(config-if) # 1p access-group

access-list-numbe {in| out}

access-list-number

In | out

In

out

out

ACL




10,112,124 10112024 10.2.23.1/24

Al a0

R2
R3telnet FTP R1

_ 172.16.1.1/34 192.168.1.1/24
R2 # config t

R2(config) # access-list 120 deny tcp 10.2.23.0 0.0.0.255 host 10.1:12.1 eq 23
R2(config) # access-list 120 deny tcp 10.2.23.0 0.0.0.255 172.16.1.0

0.0.0.255 eq 23
R2(config) # access-list 120 deny tcp 10.2.23.0 0.0.0.255 host 10.1.12:1 eq 21
R2(config) #access-list 120 permit ip any any
R2(config) # interface serial O

R2(config-if) #ip access-group 120 out



1) 192.168.0.222 131.107.0.0/16 ICMP

RB(config)#access 101 deny icmp host 192.168.0.222 131.107.0.0 0.0.255.255
RB(config)#access 101 permit ip any any

RB(config)#int e0

RB(config-if)#ip access-group 101 in

RB(config-if)#no ip access-group 101 in

2) 192.168.0.0/24 ICMP
RB(config)#access 102 deny icmp 192.168.0.0 0.0.0.255 any
RB(config)#access 102 permit ip any any

RB(config)#int e0

RB(config-if)#ip access-group 102 in

RB(config-if)#no ip access-group 102 in



3 192.168.0.99 Telnet 131.107.0.0/16

RB(config)#access 103 permit tcp host 192.168.0.99 131.107.0.0 0.0.255.255 eq 23
RB(config)#int e0

RB(config-if)#ip access-group 103 in
RB(config-if)#no ip access-group 103 in

4 192.168.0.0/24 WWW FTP TELNET
RB(config)#access 104 permit tcp any 192.168.0.0 0.0.0.255 eq www
RB(config)#access 104 permit tcp any 192.168.0.0 0.0.0.255 eq ftp
RB(config)#access 104 permit tcp any 192.168.0.0 0.0.0.255 eq telnet



.25

o X.25 CCITT ITU

X.25
X.25
CCITT 1992
2Mbps







o X.25




.

o X.25
LAN LAN
X.25




192.1.012

10103
'00.10.3/21

Router 3




X.25

Routerl
Interface Serial0
encapsulation x25
Ip address 192.200.10.1 255.255.255.0
x25 address 110101
X25 htc 16
X25 nvc 2
Xx25 map 1p 192.200.10.2 110102 broadcast
Xx25 map 1p 192.200.10.3 110103 broadcast



X.25

Router2:
Interface Serial0
encapsulation x25
Ip address 192.200.10.2 255.255.255.0
x25 address 110102
X25 htc 16
X25 nvc 2
Xx25 map 1p 192.200.10.1 110101 broadcast
x25 map 1p 192.200.10.3 110103 broadcast



X.25

Router3:
Interface Serial0
encapsulation x25
Ip address 192.200.10.3 255.255.255.0
x25 address 110103
X25 htc 16
X25 nvc 2
Xx25 map 1p 192.200.10.1 110101 broadcast
Xx25 map 1p 192.200.10.2 110102 broadcast



ISDN




ISDN

o CCITT ISDN ISDN







o |ISDN BRI
Bearer

16kbit/s
B
144Kkbit/s ISDN BRI

o ISDN

ISDN 64kbit/s B
B

HZB+D11
B

Web



o ISDN PRI Primary Rate Inte
“238+D11
1.55Mbit/s
2.048Mbit/s PRI

ISDN



PIENT1 BG83

=R




ISDN

Cisco router ISDN
Isdn spidl isdn spid?2 ISDN
SPID SPID

RouterA(config)#isdn switch-type basic-ni
RouterA(config)#int bri0

RouterA(config-if)#encap ppp
RouterA(config-if)#isdn spidl 086506610100 8650661
RouterA(config-if)#isdn spid1 086506620100 8650662

encap ppp Isdn
switch-type router
BRI 1 BRI
BRI






Frame Relay










WP




NNI

NNI
Frame Relay Acce
Device FRAD UNI FRND
FR Switch NNI

FRND



Permanent Virtual Circuit PVC
Switched Virtual Circuit SVC






SVC

SVC




Data Flow

access rate
committed information rate CIR

9]0
committed burst rate CBR
bps
. Disclard Eligibility DE DTE

DE

Forward Explicit Congestion Notification
FECN 1 1

Backward Explicit Congestion Notification
BECN 1 1






LMI

router
LMI

DLCI

o keepalives
o

1022

Local Management Interface

switch
DLCI
DTE
LMI DLCIs 1019
global addressing DLCI

LAN



router

switch
3
® active
o Inactive router
switch
router
o deleted LMI
switch

mapping



Cisco router

encapsulation frame-relay
Router(config)#int sO
Router(config-if)#encap frame-relay ?

letf Use RFC1490 encapsulation
<Cr>



o LMI 3 LMI Cisco
ANSI Q.933A switch
Cisco LMI
Cisco |OS 11.2 LMI

RouterA#(config-if)#frame-relay Imi-type ?
CISCo

ansi
g933a



Map
Inverse ARP



Router(config-if)#frame-relay map ip
202.120.1.1 101

o IP 202.120.1.1
DLCI 101



mp

o LMI

DLCI
DLCI Inverse

Inverse ARP



Inverse ARP

multiplexing

PVC

RouterA(config)#int sO
RouterA(config-if)#encap frame-relay
RouterA(config-subif)#int s0.16 ?

Multipoint Treat as a multipoint link
point-to-point Treat as a point-to-point link
RouterA(config-subif)#int s0.16 point-to-point



show frame Imi

router
LMI

PVC D

show frame pvc
PVC
BECN FECN
PVC 16 show frame pvc 16
show interface LMI
2 3

show frame mDap

DLCI
debug frame Imi

OSI

switch LMI
LMI

DLCI

LMI



CD

o CDP Cisco Discovery Protocol

— Cisco 10S510.3
Cisco CDP Cisco
CDP Cisco

® show cdp ?



c

i

Router A Router C
IP Address Device IP Address IPX Device IP Address  IPX
Ethernet 0 172.16.11.1 Ethernet0 172.16.10.6 Ethernet 0 172.16.50.1
Serial 0 172.16.20.1 Serial 0 172.16.20.2 Serial 0 172.16.40.2
TokenRing 0 172.16.15.1 Serialt 172.16.40.1 Token Ring 0 172.16.55.1

BEouterd Conld iz now availahle

Prezs RETUEN to get started.

Ozer Access Verification

Pazsword:

Fouteri-en

Fouterigzshow cdp 2
ENtry Information for specific neighbor entry
interface CDP interface status and confiquration
neighbors CDP neighbor entries
traffic CDP statistics
< Cr>




show cdp neighbors

EouterbBg#show cdp neighbors
FE - Bouter, T - Trans Bridge, BE - Zource
5 - Switch, H - Host, I - IGMP, r - Repes

Capability Codes:

Device ID
EouterC
Eouterd
Routerd#|

Eo
T

EL

Local Intrfce Holdtme Capability Platform Port ID

saer 1 121 E 2500
Ser 0O 178 E 2500

show cdp interface

FouterEBg#show cdp interface

Ethernetl is up, line protocol is up
Encapsulation ARPA
sending CDP packetszs every 60 seconds
Holdtime iz 150 seconds

seriall is up, line protocol is up

Encapsulation HDLC
sending CDP packets every 60 seconds
Holdtime 1is 180 seconds

Zeriall is up, line protocol
Encapsulation HDLC
sending CDP packets every
Holdtime iz 180 =zeconds




(show cdp entry *)

EouterE#zsh cdp entry

Device ID: RouterC

Entry addres

IPF address:

Interface: Seri: -t ID (outgoing port): Leriall
Holdtime

Device ID:

Entry addre

IF 1ddL:EE

Interface: 3 Port ID [(outgoling port): 3eriall
Holdtime

Dewice ID: RouterlC

Entry addreszsies):

IP addre=zz: 172Z.16.40.2

Interfac HEeri; Port ID [(outgoling port): Seriall
Holdtime




PPP
CHAP




PPP

o PPP OSI 2
dial-up ISDN

Link Control Pr

LCP PPP
OSI 3
PPP ON] 1
PPP
PPP DCE/DTE

EIA/TIA-323-C RS-232-C ITU-T

CCITT V.35



PPP

PPP
o Link Dead



PPP AP CHAP

® Password Authentication Protocol

PAP PAP 2
clear text PA
PPP
router
© Challenge Handshake

Authentication Protocol CHAP

router
1 \ID,



PPP

Router(config)#username username password secret
Name

Secret Cisco secret
PPP
Router(config-if)# encapsulation ppp
PPP

Rouaer(config-if)# ppp authentication { chap | chap pap | pap chap |
pap
CHAP PAP

Cisco I0S 11.1 PAP
PAP PAP

Router(config-if)# ppp pap sentusername username password
password






show flash
TFTP Server copy flash tftp



ON

ROM
Monitor
10S TFTP
CONSOLE TFTP ciscotftp
10S TFTP
CONSOLE TFTP
CONSOLE ciscotftp
9600 8 1 ROMMON'1
ROMMON 1 IP ADDR=ROUTER IP TFTP
IP
ROMMON 2 IP_ SUBNET MASK=ROUTER
ROMMON 3 DEFAULT GATEWAY=
TFTP
ROMMON 4 TFTP_SERVER=TFTP IP
ROMMON 5 TFTP_FILE=IOS
ROMMON 6 tftpdownload

tftpdownload

[ON






“ctrl+break”
monitor >




4s1010,

® configure —register

>e/s2000002
o 2102



4s1010,

® configure-register

>0/r0x0142



router(config)#config mem



router(config)#config mem



2500

configure-register

Router(config)#configure-register 0x2102
Router(config)#wri
Router(config)#reload




431010,

2509 rom
flash

2509CONSLOE
AUl RJ45
AUl

168.1.32.206 255.255.0.0
168.1.32.207 255.255.0.0

router(boot)#config t

router(boot)(config)#int ethernet O
router(boot)(config-if)#ip address 168.1.32.207 255.255.0.0



router(boot)#ping 168.1.32.206

o tftp

®

router(boot)#copy tftp flash

® flash
®

router(boot)#reload



CONSOLE

60
“ctrl+break ”
rommonl1>



2600

2
rommonl>confreg
do you wish to change the
configuration (y/n) Yy
n

enable”ignore system configuration
Information”(y/n) Yy

N



2600

o 3
rommonl>reset
o 4

router(config)#config mem
® 5



tftpdnld  xmo



\tﬂpdnd

(1)

(2) TFTP

(3)

Rommonl>




tftpdnlid

(4)

Rommon2>IP_ ADDRESS=168.1.32.207
Rommon3>IP_SUBNET MASK=255.255.0.0
Rommon4>DEFAULT _GATEWAY=168.1.32.206
Rommon5>TFTP_FILE=c2600-1-mz.121-3.T
Rommon6>tftpdnid

168.1.32.206 255.255.0.0
IP_ ADDRESS=168.1.32.207

168.1.32.207
TFTP



tftpdnld

(5)
Rommon7>confreg
do you wish to change the configur
y
n
change the boot charaterist ?y/n
2
©

Rommon8> reset



xmodem

Xmodem
128

Ymodem
1024




xmodem

(1)

Rommonl>

(2) Xmodem

Rommon2>xmodem —cX ? “enter”
do you wish to continous Yy



xmodem

©)

Xxmodem
Xm

ymodem

(4) confreg



15100

» 3600
confreg

4500,7500 12000



15100

e 3600
Xxmodem



o CISCO rom
rom
© break
“ctrl+break™
© break
rom
o

rom
7500 12000




9600 8

1200
2500 2600 4500



